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IN THE NOT TOO DISTANT FUTURE…



Security in Quantum Era: NIST PQC Call
q National Institute of Standards and Technology (NIST) initiated a standardization                         

process for post-quantum cryptography (PQC) in November 2017.
q The first round had 69 candidates, second round had 26 candidates and the process                                  

is currently in its third and final round.

Type Signature KEM/Encryption Finalist (Alternate)

Lattice Based 2 3 (2) 5 (2)

Code-Based - 1 (2) 1 (2)

Multivariate 1 (1) - 1 (1)

Hash-Based - (2) - - (2)

Isogeny based - - (1) - (1)

Others - - -  (0)

Total 3 (3) 4 (5) 7 (8)



Security in Quantum Era: NIST PQC Call
q Selection Criteria for Standardization Process:

q Theoretical Post-Quantum Security Guarantees
q Implementation Performance (Speed, Area, latency, Power) on various HW/SW platforms
q Resistance against Side-Channel Attacks (SCA) and Fault Injection Attacks (FIA)

q Several works done on side-channel attacks [1,2,3] as well as protection techniques [4,5].

q Most works on protected implementations focus on DPA style attacks, but very little is studied 
about protection against single trace attacks [6].

q Primas et al. ([2] in CHES-2017) proposed a single trace attack on the Number Theoretic Transform 
(NTT) over Ring-LWE encryption scheme (improved by Pessl et al. [3] in Latincrypt 2019 ).

q In this work, we focus on developing countermeasures for NTT against single trace attacks.



This Work
q We propose novel masking and shuffling countermeasures for the NTT.

q Twiddle-Factor Randomization: Exploitation of special arithmetic properties of twiddle factors

q We adopt a bottom-up approach to construct generic masked NTT with configurable SCA 
resistance.

q We also propose novel variants of the shuffling countermeasure for NTT with varying granularity.

q Experimental evaluation done on Kyber and Dilithium (Finalists) from the open source pqm4 library 
on the ARM Cortex-M4 microcontroller.

q Performance Overhead (Clock Cycles):
q Kyber: 7-78 % across all procedures (KeyGen, Encaps, Decaps)
q Dilithium: 12-197 % for KeyGen and 32-490 % for Sign



Preliminaries



q An important kernel used for efficient polynomial multiplication in several lattice-based schemes.

q Used in schemes such as Kyber, Dilithium and NewHope which are designed with NTT-friendly 
parameters.

q Multiplication of two polynomials (i.e)                               in the polynomial ring                                 
is done as follows:

q Computation of NTT is similar to the Fast Fourier Transform (FFT) and uses the well known   
butterfly network.

Number Theoretic Transform (NTT)

Rq = Zq[x]/(x
n + 1)

<latexit sha1_base64="CMkQrxK/bobJRxFGVAV5AKNUqdw=">AAACBnicbVDLSsNAFJ3UV62vqEsRBotQEWoiFd0IRTcuq9gHtjFMptN26GSSzkykJXTlxl9x40IRt36DO//GSduFth64cDjnXu69xwsZlcqyvo3U3PzC4lJ6ObOyura+YW5uVWQQCUzKOGCBqHlIEkY5KSuqGKmFgiDfY6TqdS8Tv/pAhKQBv1WDkDg+anPaohgpLbnm7o3bg+ew4SPV8bz4buj26n3nKNe/54f2gWtmrbw1Apwl9oRkwQQl1/xqNAMc+YQrzJCUddsKlRMjoShmZJhpRJKECHdRm9Q15cgn0olHbwzhvlaasBUIXVzBkfp7Ika+lAPf053JuXLaS8T/vHqkWmdOTHkYKcLxeFErYlAFMMkENqkgWLGBJggLqm+FuIMEwkonl9Eh2NMvz5LKcd4u5E+uC9nixSSONNgBeyAHbHAKiuAKlEAZYPAInsEreDOejBfj3fgYt6aMycw2+APj8wc2z5ew</latexit>

z = x⇥ y 2 Rq

<latexit sha1_base64="Th7cr14KRLC9ksZE1HrbFxo4zak=">AAACGnicbVDLSsNAFJ3UV62vqEs3g0VwVRKp6EYounFZxT6gDWEynbRDJ5M4MxFryHe48VfcuFDEnbjxb5y0UbT1wMCZc+7l3nu8iFGpLOvTKMzNLywuFZdLK6tr6xvm5lZThrHApIFDFoq2hyRhlJOGooqRdiQICjxGWt7wLPNbN0RIGvIrNYqIE6A+pz7FSGnJNe1ugNTA85O7FJ7A789tCruKBkT+KCOtUA4v3WvXLFsVaww4S+yclEGOumu+d3shjgPCFWZIyo5tRcpJkFAUM5KWurEkEcJD1CcdTTnSc51kfFoK97TSg34o9OMKjtXfHQkKpBwFnq7MNpXTXib+53Vi5R87CeVRrAjHk0F+zKAKYZYT7FFBsGIjTRAWVO8K8QAJhJVOs6RDsKdPniXNg4pdrRxeVMu10zyOItgBu2Af2OAI1MA5qIMGwOAePIJn8GI8GE/Gq/E2KS0Yec82+APj4wuD5KEq</latexit>

Simple two-input NTT 
(n = 2)

xc = xa + xb · w
xd = xa � xb · w

<latexit sha1_base64="S+B4/4w4X2OuCmWQxIwwqqMh2pA=">AAACGHicbVDLSsNAFJ3UV42vqEs3g0UQxJpIRTdC0Y3LCvYBTQiTyaQdOpmEmYm2lH6GG3/FjQtF3Hbn3zhts6jVA/dyOOdeZu4JUkalsu1vo7C0vLK6Vlw3Nza3tnes3b2GTDKBSR0nLBGtAEnCKCd1RRUjrVQQFAeMNIPe7cRvPhIhacIf1CAlXow6nEYUI6Ul3zrr+xhew76P4InugYvDRMEn1zX7fpgbp3OGb5Xssj0F/EucnJRAjppvjd0wwVlMuMIMSdl27FR5QyQUxYyMTDeTJEW4hzqkrSlHMZHecHrYCB5pJYRRInRxBafq/MYQxVIO4kBPxkh15aI3Ef/z2pmKrrwh5WmmCMezh6KMQZXASUowpIJgxQaaICyo/ivEXSQQVjpLU4fgLJ78lzTOy06lfHFfKVVv8jiK4AAcgmPggEtQBXegBuoAg2fwCt7Bh/FivBmfxtdstGDkO/vgF4zxD6Qana4=</latexit>



Number Theoretic Transform (NTT)

Eight input NTT (n = 8)
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<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

x̂0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

x̂1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

x̂2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

x̂3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

x̂4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

x̂5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

x̂6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

x̂7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>
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q For an n-input NTT:

q log(n) stages

q n/2 butterflies in each stage

q n/2 log(n) additions

q n/2 log(n) subtractions

q n/2 log(n) multiplications

q Powers of nth or 2nth roots 
of unity (twiddle-factors).



q Given ciphertext                                       , decryption procedure computes     

q Use side-channel information to recover input to the INTT. Subsequently, 

m0 = (v � u⇥ s)

= NTT(v)� NTT(u) � NTT(s)
= INTT(v0 � u0 � s0)
= INTT(k)

<latexit sha1_base64="EEJNt0sma9WhxANVil7j3jze1+w="></latexit>

Attacking NTT/INTT for key recovery
ct = (u,v) 2 Rq

<latexit sha1_base64="Qcpnr69/XFPZPggbnXVAvBi162Y=">AAACFnicbVDLSsNAFJ3UV62vqEs3g0WooCWRim6EohuXVewDmlIm00k7dDKJM5NCCfkKN/6KGxeKuBV3/o2TNgWtHhg4c8693HuPGzIqlWV9GbmFxaXllfxqYW19Y3PL3N5pyCASmNRxwALRcpEkjHJSV1Qx0goFQb7LSNMdXqV+c0SEpAG/U+OQdHzU59SjGCktdc1jx0dq4HoxVgm8gKXZN0qOZnSUHEKHcnjbve+aRatsTQD/EjsjRZCh1jU/nV6AI59whRmSsm1boerESCiKGUkKTiRJiPAQ9UlbU458Ijvx5KwEHmilB71A6McVnKg/O2LkSzn2XV2ZrirnvVT8z2tHyjvvxJSHkSIcTwd5EYMqgGlGsEcFwYqNNUFYUL0rxAMkEFY6yYIOwZ4/+S9pnJTtSvn0plKsXmZx5MEe2AclYIMzUAXXoAbqAIMH8ARewKvxaDwbb8b7tDRnZD274BeMj2+5FJ8Y</latexit>

s = INTT(k� v0)⇥ u�1

<latexit sha1_base64="LnYdW84Az5/yEEZipLzHWB12pKQ="></latexit>



q Step 1: Single trace Template Attack (TA) on various intermediate values of INTT operation

q Step 2: Combine leakage using Belief Propagation (BP) to recover input of INTT.

q Step 3: Secret Key Recovery using lattice-decoding algorithm.

Attack Flow



q Illustration using simple 2-input butterfly:

q Target Operation: Modular Multiplication (Primas et al. [2])

Step 1: Single Trace Template Attack



ψ4

ψ2

ψ2

ψ6

ψ

ψ

Stage 1 Stage 2 Stage 3

ψ4

ψ4

ψ4 ψ6

1

5

ψ3

ψ7

Addition
Subtraction

Multiplication

x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

x̂0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

x̂1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

x̂2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

x̂3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

x̂4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

x̂5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

x̂6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

x̂7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>
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q Illustration using simple 2-input butterfly:

q Target Operation: Modular Multiplication (Primas et al. [2])

Step 1: Single Trace Template Attack



q Illustration using simple 2-input butterfly:

q Target Operation: Modular Multiplication (Primas et al. [2])

q Loads and Stores of input and outputs were also templated by Pessl et al. [3].

Step 1: Single Trace Template Attack



Step 2: Combining Leakage using BP
q It is an iterative algorithm typically used in algebraic style side-channel attacks [8,9].

q Combines leakage information (probability distributions) from different intermediates to arrive at a 
unique (close to unique) solution.
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Step 2: Combining Leakage using BP
q It is an iterative algorithm typically used in algebraic style side-channel attacks [8,9].

q Combines leakage information (probability distributions) from different intermediates to arrive at a 
unique (close to unique) solution.



Masked NTT



q Motivation: Analysis of SASCA over block ciphers such as AES [8,9].

q There is a significant degradation in the attack success rate when the plaintext is unknown.

q Key Observation: Twiddle factors are the only known constants within the NTT operation.

q Key Idea: Randomize the twiddle factors such that there are no known constants used in the NTT.

q The target NTT is fully computed using randomized values.

Masking Countermeasures for the NTT

Y = SBOX(X �K)

<latexit sha1_base64="FrD6/4PbLwGZRnaw5iQGBzVSei0=">AAACBnicbVBNS8NAEN3Ur1q/oh5FWCxCvZREKnoRSr0IHqxo20gTyma7aZdusmF3I5TQkxf/ihcPinj1N3jz37hNe9DWBwOP92aYmefHjEplWd9GbmFxaXklv1pYW9/Y3DK3d5qSJwKTBuaMC8dHkjAakYaiihEnFgSFPiMtf3Ax9lsPREjKozs1jIkXol5EA4qR0lLH3L+H59ANkerLIL2tXTujkgNdHrNEwqujjlm0ylYGOE/sKSmCKeod88vtcpyEJFKYISnbthUrL0VCUczIqOAmksQID1CPtDWNUEikl2ZvjOChVrow4EJXpGCm/p5IUSjlMPR1Z3bwrDcW//PaiQrOvJRGcaJIhCeLgoRBxeE4E9ilgmDFhpogLKi+FeI+EggrnVxBh2DPvjxPmsdlu1I+uakUq7VpHHmwBw5ACdjgFFTBJaiDBsDgETyDV/BmPBkvxrvxMWnNGdOZXfAHxucP6RWXgQ==</latexit>



Twiddle Factor Masking
q Illustration using simple 2-input BF:

q We now compute:

c0 = c · wy

= (a+ b · wx) · wy

= a · wy + b · wx · wy

= a · wy + b · w(x+y) (* w(x+y) =  x ·  y =  (x+y))

<latexit sha1_base64="wuTuTpHD13y7eLSUWmZmzWute9A="></latexit>

d0 = a · wy � b · w(x+y)

<latexit sha1_base64="ZmXYj35cIXxdX5JlCauTmx/0XT8=">AAACFnicbVDLSgMxFM3UV62vUZdugkWpSMuMVHQjFN24rGAf0I4lk0nb0MxkSDLqMPQr3Pgrblwo4lbc+Tem7SDaeuDCyTn3knuPGzIqlWV9GZm5+YXFpexybmV1bX3D3NyqSx4JTGqYMy6aLpKE0YDUFFWMNENBkO8y0nAHFyO/cUuEpDy4VnFIHB/1AtqlGCktdcyid5O0Q0F9MoT7ZxDBNva4gnedGBah+/NKCveH8cGwY+atkjUGnCV2SvIgRbVjfrY9jiOfBAozJGXLtkLlJEgoihkZ5tqRJCHCA9QjLU0D5BPpJOOzhnBPKx7scqErUHCs/p5IkC9l7Lu600eqL6e9kfif14pU99RJaBBGigR48lE3YlBxOMoIelQQrFisCcKC6l0h7iOBsNJJ5nQI9vTJs6R+VLLLpeOrcr5ynsaRBTtgFxSADU5ABVyCKqgBDB7AE3gBr8aj8Wy8Ge+T1oyRzmyDPzA+vgFHK52R</latexit>

Product of two twiddle factors is another 
twiddle factor!!

c = a+ b · wx

d = a� b · wx

<latexit sha1_base64="qbT+owpCxtvycw63YV5bffXUVWc=">AAACEHicbZDLSsNAFIYn9VbjLerSzWARBbEkUtGNUHTjsoK9QBPCZDJph04uzEzUEvoIbnwVNy4UcevSnW/jNM2itv4w8POdczhzfi9hVEjT/NFKC4tLyyvlVX1tfWNzy9jeaYk45Zg0ccxi3vGQIIxGpCmpZKSTcIJCj5G2N7ge19v3hAsaR3dymBAnRL2IBhQjqZBrHGJ4CRE8hp6N/VjCB/fRtnU/hydT0DUqZtXMBeeNVZgKKNRwjW/bj3EakkhihoToWmYinQxxSTEjI91OBUkQHqAe6SoboZAIJ8sPGsEDRXwYxFy9SMKcTk9kKBRiGHqqM0SyL2ZrY/hfrZvK4MLJaJSkkkR4sihIGZQxHKcDfcoJlmyoDMKcqr9C3EccYaky1FUI1uzJ86Z1WrVq1bPbWqV+VcRRBntgHxwBC5yDOrgBDdAEGDyBF/AG3rVn7VX70D4nrSWtmNkFf6R9/QLeX5oC</latexit>



Twiddle Factor Masking

q Inputs masked with         and outputs with                   : Same Input Same Output (SISO) masked BF

q Advantages:
q All twiddle factors (masks) are pre-computed.
q Mask access using simple table look up (only generate index).
q Only one extra multiplication compared to unmasked BF.

q We consider masked inputs (a0, b0) = (a · wi, b · wi)

<latexit sha1_base64="SbtdZqU6rVqN52igA3+0WVbbJLg=">AAACInicbZBNS8MwGMfT+TbnW9Wjl+AQNpDRykQ9CEMvHie4OVhrSdN0C0tfSFJllH0WL34VLx4U9ST4YUy3InPzgcAv///zkDx/N2ZUSMP40goLi0vLK8XV0tr6xuaWvr3TFlHCMWnhiEW84yJBGA1JS1LJSCfmBAUuI7fu4DLzb+8JFzQKb+QwJnaAeiH1KUZSSY5+VkF3qRVzGpDRIXR/uQrPYQVBC3uRhA9OSjN3+lp19LJRM8YF58HMoQzyajr6h+VFOAlIKDFDQnRNI5Z2irikmJFRyUoEiREeoB7pKgxRQISdjlccwQOleNCPuDqhhGN1eiJFgRDDwFWdAZJ9Metl4n9eN5H+qZ3SME4kCfHkIT9hUEYwywt6lBMs2VABwpyqv0LcRxxhqVItqRDM2ZXnoX1UM+u14+t6uXGRx1EEe2AfVIAJTkADXIEmaAEMHsEzeAVv2pP2or1rn5PWgpbP7II/pX3/AA5posI=</latexit>

c0 = (a0 + b0 · wx) · wy

= a · wi · wy + b · wi · wx · wy

= a · w(i+y) + b · w(i+x+y)

= c · w(i+y)

<latexit sha1_base64="45tbCzq5TiXvT/5THo5qO4WPgos="></latexit>

wi

<latexit sha1_base64="L4OKdeintjG/ZH00DJ0c7S45p4o=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK9gPaUDbbSbt0swm7G6WE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0M/Vbj6g0j+WDGSfoR3QgecgZNVa6f+rxXrniVt0ZyDLxclKBHPVe+avbj1kaoTRMUK07npsYP6PKcCZwUuqmGhPKRnSAHUsljVD72ezUCTmxSp+EsbIlDZmpvycyGmk9jgLbGVEz1IveVPzP66QmvPIzLpPUoGTzRWEqiInJ9G/S5wqZEWNLKFPc3krYkCrKjE2nZEPwFl9eJs2zqndevbg7r9Su8ziKcATHcAoeXEINbqEODWAwgGd4hTdHOC/Ou/Mxby04+cwh/IHz+QNhoo3f</latexit>

w(i+y)

<latexit sha1_base64="iVB+3LT+WSEnQ3Lo+B5PBh2//mI=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahIpRdqeix6MVjBfsh7VKyadqGJtklySrL0l/hxYMiXv053vw3pu0etPXBwOO9GWbmBRFn2rjut5NbWV1b38hvFra2d3b3ivsHTR3GitAGCXmo2gHWlDNJG4YZTtuRolgEnLaC8c3Ubz1SpVko700SUV/goWQDRrCx0sNTLy2zs+R00iuW3Io7A1omXkZKkKHeK351+yGJBZWGcKx1x3Mj46dYGUY4nRS6saYRJmM8pB1LJRZU++ns4Ak6sUofDUJlSxo0U39PpFhonYjAdgpsRnrRm4r/eZ3YDK78lMkoNlSS+aJBzJEJ0fR71GeKEsMTSzBRzN6KyAgrTIzNqGBD8BZfXibN84pXrVzcVUu16yyOPBzBMZTBg0uowS3UoQEEBDzDK7w5ynlx3p2PeWvOyWYO4Q+czx82jpAI</latexit>



q We extend to inputs masked with different twiddle factors 

q Computation of butterfly only possible by re-masking both inputs with same mask.

q We exploit the property  that                     to re-mask without unmasking:

Twiddle Factor Masking

 2n = 1

<latexit sha1_base64="kJ0bX9cNDjL5bK3BIzYTBPMXQX4=">AAAB9HicbVBNSwMxEJ3Ur1q/qh69BIvgqeyWil6EohePFewHtGvJptk2NJtdk2yhLP0dXjwo4tUf481/Y9ruQVsfDDzem2Fmnh8Lro3jfKPc2vrG5lZ+u7Czu7d/UDw8auooUZQ1aCQi1faJZoJL1jDcCNaOFSOhL1jLH93O/NaYKc0j+WAmMfNCMpA84JQYK3ndWPPHtCKn+Bq7vWLJKTtz4FXiZqQEGeq94le3H9EkZNJQQbTuuE5svJQow6lg00I30SwmdEQGrGOpJCHTXjo/eorPrNLHQaRsSYPn6u+JlIRaT0LfdobEDPWyNxP/8zqJCa68lMs4MUzSxaIgEdhEeJYA7nPFqBETSwhV3N6K6ZAoQo3NqWBDcJdfXiXNStmtli/uq6XaTRZHHk7gFM7BhUuowR3UoQEUnuAZXuENjdELekcfi9YcymaO4Q/Q5w+PqZFQ</latexit>

a00 = a0 · w(2n�i+k)

= a · wi · w(2n�i+k)

= a · wk

<latexit sha1_base64="GJbdNMUIPrcYdBapen+82E6aVso="></latexit>

(a! , b!) = ( a áwi , báwj )

<latexit sha1_base64="aQIhtI7KRBq3IAFKJyipEzbfdzs=">AAACInicbZDLSgMxFIYz9VbrbdSlm2ARWpAyIxV1IRTduKxgL9COQyaTtrGZC0lGKcM8ixtfxY0LRV0JPoyZdvDSeiDw5f/PITm/EzIqpGF8aLm5+YXFpfxyYWV1bX1D39xqiiDimDRwwALedpAgjPqkIalkpB1ygjyHkZYzPE/91i3hggb+lRyFxPJQ36c9ipFUkq2flNB13A059UiyD51vLsNTWEKwi91Awjs7pqn7c71JyrZeNCrGuOAsmBkUQVZ1W3/rugGOPOJLzJAQHdMIpRUjLilmJCl0I0FChIeoTzoKfeQRYcXjFRO4pxQX9gKuji/hWP09ESNPiJHnqE4PyYGY9lLxP68Tyd6xFVM/jCTx8eShXsSgDGCaF3QpJ1iykQKEOVV/hXiAOMJSpVpQIZjTK89C86BiViuHl9Vi7SyLIw92wC4oARMcgRq4AHXQABjcg0fwDF60B+1Je9XeJ605LZvZBn9K+/wCD++iww==</latexit>



q We extend the same to inputs masked with different twiddle factors

q We refer to it as Different Input Same Output (DISO) masked BF.

q Same computation cost as that of SISO masked BF.

Twiddle Factor Masking

c! = ( a! áw(2n " i ) + b! áw(2n " j ) áwx ) áwy

= a! áw(2n " i + y) + b! áw(2n " j + y+ x )

= a áwi áw(2n " i + y) + báwj áw(2n " j + y+ x )

= c áwy

d! = a! áw(2n " i + y) ! b! áw(2n " j + y+ x )

<latexit sha1_base64="zuHa7Ery5toU+b31ufoOBwuhda0="></latexit>

(a! , b!) = ( a áwi , báwj )

<latexit sha1_base64="aQIhtI7KRBq3IAFKJyipEzbfdzs=">AAACInicbZDLSgMxFIYz9VbrbdSlm2ARWpAyIxV1IRTduKxgL9COQyaTtrGZC0lGKcM8ixtfxY0LRV0JPoyZdvDSeiDw5f/PITm/EzIqpGF8aLm5+YXFpfxyYWV1bX1D39xqiiDimDRwwALedpAgjPqkIalkpB1ygjyHkZYzPE/91i3hggb+lRyFxPJQ36c9ipFUkq2flNB13A059UiyD51vLsNTWEKwi91Awjs7pqn7c71JyrZeNCrGuOAsmBkUQVZ1W3/rugGOPOJLzJAQHdMIpRUjLilmJCl0I0FChIeoTzoKfeQRYcXjFRO4pxQX9gKuji/hWP09ESNPiJHnqE4PyYGY9lLxP68Tyd6xFVM/jCTx8eShXsSgDGCaF3QpJ1iykQKEOVV/hXiAOMJSpVpQIZjTK89C86BiViuHl9Vi7SyLIw92wC4oARMcgRq4AHXQABjcg0fwDF60B+1Je9XeJ605LZvZBn9K+/wCD++iww==</latexit>



q We can extend the same techniques to construct
q Same Input Different Output (SIDO) masked BF
q Different Input Different Output (DIDO) masked BF

q We observe that *DO (SIDO and DIDO) BFs are costlier than *SO (SISO and DISO) BFs.
q Unmasked butterfly: 1 mult.
q *SO butterfly : 2 mults.
q *DO butterfly : 4 mults.

q We now use these four masked BFs for our generic masked NTT construction.

Twiddle Factor Masking



q Requires to decide number of masks to be used for each stage (1…n)

q Coarse-Masked NTT : 1 mask
q Fine-Masked NTT : n masks
q Generic-x-Masked NTT : x masks (x = 2^k)
q Generic-Random-Masked NTT

Building Generic Masked NTTs



MDISO BF

<latexit sha1_base64="OmhbzU6M7uuYtSPLc9d8VFrnIIU=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CRbBU0lE0WOpInoQK9oPaELYbDft0s0m7E7EEOpf8eJBEa/+EG/+G5O2B219MPB4b4aZeV7EmQLT/NYKC4tLyyvF1dLa+sbmlr6901JhLAltkpCHsuNhRTkTtAkMOO1EkuLA47TtDc9yv/1ApWKhuIckok6A+4L5jGDIJFcv20AfQfnp9fnV3Y3t1i9GJVevmFVzDGOeWFNSQVM0XP3L7oUkDqgAwrFSXcuMwEmxBEY4HZXsWNEIkyHu025GBQ6octLx8SNjP1N6hh/KrAQYY/X3RIoDpZLAyzoDDAM16+Xif143Bv/USZmIYqCCTBb5MTcgNPIkjB6TlABPMoKJZNmtBhlgiQlkeeUhWLMvz5PWYdU6qh7fHlVq9WkcRbSL9tABstAJqqFL1EBNRFCCntEretOetBftXfuYtBa06UwZ/YH2+QO7M5Qs</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

öx0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

öx1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

öx2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

öx3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

öx4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

öx5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

öx6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

öx7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>

w11

<latexit sha1_base64="k/c8KGZoX6zbhyXj5VsV59wC4ig=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy223bpZhN2J0oJ/RFePCji1d/jzX/jps1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmSjRjDdZJCPdCajhUijeRIGSd2LNaRhI3g4mt5nffuTaiEg94DTmfkhHSgwFo2il9lM/9bxZqV+uuFV3DrJKvJxUIEejX/7qDSKWhFwhk9SYrufG6KdUo2CSz0q9xPCYsgkd8a6liobc+On83Bk5s8qADCNtSyGZq78nUhoaMw0D2xlSHJtlLxP/87oJDq/9VKg4Qa7YYtEwkQQjkv1OBkJzhnJqCWVa2FsJG1NNGdqEshC85ZdXSeui6tWql/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAYTeIZXeHNi58V5dz4WrQUnnzmGP3A+fwB4jo8C</latexit>

w12

<latexit sha1_base64="06w0Znm/U48wU0639a8XFaqiYmk=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQ9lst+3SzSbsTpQS+iO8eFDEq7/Hm//GTZuDtj4YeLw3w8y8IJbCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNlGiGW+xSEb6IaCGS6F4CwVK/hBrTsNA8k4wucn8ziPXRkTqHqcx90M6UmIoGEUrdZ76qVeblfrlilt15yCrxMtJBXI0++Wv3iBiScgVMkmN6XpujH5KNQom+azUSwyPKZvQEe9aqmjIjZ/Oz52RM6sMyDDSthSSufp7IqWhMdMwsJ0hxbFZ9jLxP6+b4PDKT4WKE+SKLRYNE0kwItnvZCA0ZyinllCmhb2VsDHVlKFNKAvBW355lbRrVa9evbirVxrXeRxFOIFTOAcPLqEBt9CEFjCYwDO8wpsTOy/Ou/OxaC04+cwx/IHz+QN6FI8D</latexit>

w13

<latexit sha1_base64="1vb0MrKkxUw/6cVgZrB3A4c5JdU=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolW9Fj04rGC/YA2lM122y7dbMLuRCmhP8KLB0W8+nu8+W/ctDlo64OBx3szzMwLYikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJko04w0WyUi3A2q4FIo3UKDk7VhzGgaSt4Lxbea3Hrk2IlIPOIm5H9KhEgPBKFqp9dRLvYtpsVcquxV3BrJMvJyUIUe9V/rq9iOWhFwhk9SYjufG6KdUo2CST4vdxPCYsjEd8o6liobc+Ons3Ck5tUqfDCJtSyGZqb8nUhoaMwkD2xlSHJlFLxP/8zoJDq79VKg4Qa7YfNEgkQQjkv1O+kJzhnJiCWVa2FsJG1FNGdqEshC8xZeXSfO84lUrl/fVcu0mj6MAx3ACZ+DBFdTgDurQAAZjeIZXeHNi58V5dz7mrStOPnMEf+B8/gB7mo8E</latexit>

w14

<latexit sha1_base64="35U5EwNNWQaT0rEUpI+AvHAK3qw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy223bpZhN2J0oJ/RFePCji1d/jzX/jps1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmSjRjDdZJCPdCajhUijeRIGSd2LNaRhI3g4mt5nffuTaiEg94DTmfkhHSgwFo2il9lM/9WqzUr9ccavuHGSVeDmpQI5Gv/zVG0QsCblCJqkxXc+N0U+pRsEkn5V6ieExZRM64l1LFQ258dP5uTNyZpUBGUbalkIyV39PpDQ0ZhoGtjOkODbLXib+53UTHF77qVBxglyxxaJhIglGJPudDITmDOXUEsq0sLcSNqaaMrQJZSF4yy+vktZF1atVL+9rlfpNHkcRTuAUzsGDK6jDHTSgCQwm8Ayv8ObEzovz7nwsWgtOPnMMf+B8/gB9II8F</latexit>

q We illustrate using an example of NTT with two (2) masks per stage

Building Generic Masked NTTs



w11

<latexit sha1_base64="k/c8KGZoX6zbhyXj5VsV59wC4ig=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy223bpZhN2J0oJ/RFePCji1d/jzX/jps1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmSjRjDdZJCPdCajhUijeRIGSd2LNaRhI3g4mt5nffuTaiEg94DTmfkhHSgwFo2il9lM/9bxZqV+uuFV3DrJKvJxUIEejX/7qDSKWhFwhk9SYrufG6KdUo2CSz0q9xPCYsgkd8a6liobc+On83Bk5s8qADCNtSyGZq78nUhoaMw0D2xlSHJtlLxP/87oJDq/9VKg4Qa7YYtEwkQQjkv1OBkJzhnJqCWVa2FsJG1NNGdqEshC85ZdXSeui6tWql/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAYTeIZXeHNi58V5dz4WrQUnnzmGP3A+fwB4jo8C</latexit>

w12

<latexit sha1_base64="06w0Znm/U48wU0639a8XFaqiYmk=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQ9lst+3SzSbsTpQS+iO8eFDEq7/Hm//GTZuDtj4YeLw3w8y8IJbCoOt+O4W19Y3NreJ2aWd3b/+gfHjUNlGiGW+xSEb6IaCGS6F4CwVK/hBrTsNA8k4wucn8ziPXRkTqHqcx90M6UmIoGEUrdZ76qVeblfrlilt15yCrxMtJBXI0++Wv3iBiScgVMkmN6XpujH5KNQom+azUSwyPKZvQEe9aqmjIjZ/Oz52RM6sMyDDSthSSufp7IqWhMdMwsJ0hxbFZ9jLxP6+b4PDKT4WKE+SKLRYNE0kwItnvZCA0ZyinllCmhb2VsDHVlKFNKAvBW355lbRrVa9evbirVxrXeRxFOIFTOAcPLqEBt9CEFjCYwDO8wpsTOy/Ou/OxaC04+cwx/IHz+QN6FI8D</latexit>

w13

<latexit sha1_base64="1vb0MrKkxUw/6cVgZrB3A4c5JdU=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KolW9Fj04rGC/YA2lM122y7dbMLuRCmhP8KLB0W8+nu8+W/ctDlo64OBx3szzMwLYikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJko04w0WyUi3A2q4FIo3UKDk7VhzGgaSt4Lxbea3Hrk2IlIPOIm5H9KhEgPBKFqp9dRLvYtpsVcquxV3BrJMvJyUIUe9V/rq9iOWhFwhk9SYjufG6KdUo2CST4vdxPCYsjEd8o6liobc+Ons3Ck5tUqfDCJtSyGZqb8nUhoaMwkD2xlSHJlFLxP/8zoJDq79VKg4Qa7YfNEgkQQjkv1O+kJzhnJiCWVa2FsJG1FNGdqEshC8xZeXSfO84lUrl/fVcu0mj6MAx3ACZ+DBFdTgDurQAAZjeIZXeHNi58V5dz7mrStOPnMEf+B8/gB7mo8E</latexit>

w14

<latexit sha1_base64="35U5EwNNWQaT0rEUpI+AvHAK3qw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy223bpZhN2J0oJ/RFePCji1d/jzX/jps1BWx8MPN6bYWZeEEth0HW/ncLa+sbmVnG7tLO7t39QPjxqmSjRjDdZJCPdCajhUijeRIGSd2LNaRhI3g4mt5nffuTaiEg94DTmfkhHSgwFo2il9lM/9WqzUr9ccavuHGSVeDmpQI5Gv/zVG0QsCblCJqkxXc+N0U+pRsEkn5V6ieExZRM64l1LFQ258dP5uTNyZpUBGUbalkIyV39PpDQ0ZhoGtjOkODbLXib+53UTHF77qVBxglyxxaJhIglGJPudDITmDOXUEsq0sLcSNqaaMrQJZSF4yy+vktZF1atVL+9rlfpNHkcRTuAUzsGDK6jDHTSgCQwm8Ayv8ObEzovz7nwsWgtOPnMMf+B8/gB9II8F</latexit>

MSIDO BF

<latexit sha1_base64="lm+WEeCK8z4mMcUR/ifagwQ1xBw=">AAAB/HicbVBNS8NAEN3Ur1q/oj16CRbBU0lE0WOpInoQK9oPaELYbDft0s0m7E7EEOpf8eJBEa/+EG/+G5O2B219MPB4b4aZeV7EmQLT/NYKC4tLyyvF1dLa+sbmlr6901JhLAltkpCHsuNhRTkTtAkMOO1EkuLA47TtDc9yv/1ApWKhuIckok6A+4L5jGDIJFcv20AfQfnp9d3V+Y3t1i9GJVevmFVzDGOeWFNSQVM0XP3L7oUkDqgAwrFSXcuMwEmxBEY4HZXsWNEIkyHu025GBQ6octLx8SNjP1N6hh/KrAQYY/X3RIoDpZLAyzoDDAM16+Xif143Bv/USZmIYqCCTBb5MTcgNPIkjB6TlABPMoKJZNmtBhlgiQlkeeUhWLMvz5PWYdU6qh7fHlVq9WkcRbSL9tABstAJqqFL1EBNRFCCntEretOetBftXfuYtBa06UwZ/YH2+QO7UZQs</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

öx0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

öx1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

öx2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

öx3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

öx4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

öx5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

öx6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

öx7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>

MSISOBF

<latexit sha1_base64="23cB+395Xt0DGAwJZTZFQOzracE=">AAAB/HicbVDLSsNAFJ3UV62vaJduBovgqiSi6LJUEF2IldoHNKFMppN26OTBzI0YQv0VNy4UceuHuPNvTNostPXAhcM593LvPU4ouALD+NYKS8srq2vF9dLG5tb2jr6711ZBJClr0UAEsusQxQT3WQs4CNYNJSOeI1jHGV9kfueBScUD/x7ikNkeGfrc5ZRAKvX1sgXsEZSb3DSvm7dWv345KfX1ilE1psCLxMxJBeVo9PUvaxDQyGM+UEGU6plGCHZCJHAq2KRkRYqFhI7JkPVS6hOPKTuZHj/Bh6kywG4g0/IBT9XfEwnxlIo9J+30CIzUvJeJ/3m9CNxzO+F+GAHz6WyRGwkMAc6SwAMuGQURp4RQydNbMR0RSSikeWUhmPMvL5L2cdU8qZ7enVRq9TyOItpHB+gImegM1dAVaqAWoihGz+gVvWlP2ov2rn3MWgtaPlNGf6B9/gDSdpQ7</latexit>

q We illustrate using an example of NTT with two (2) masks per stage

Building Generic Masked NTTs



Shuffled NTT



q Shuffling is typically a strong countermeasure against SASCA style attacks.

q Assigning leakage to corresponding nodes in factor graph is not possible (provided shuffling is not 
broken).

q We propose shuffling countermeasures for the NTT with different granularity.

Shuffling Countermeasures for the NTT



Shuffling Countermeasures for the NTT
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x0

<latexit sha1_base64="X58lhKK9tzQhV1TsPC9ADPitADw=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyd9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0VmOsw==</latexit>

x1

<latexit sha1_base64="/tmWf31NXYXzivIEGtxSdkh9a2Y=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48VTFtoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoqeNUMfRZLGLVDqlGwSX6hhuB7UQhjUKBrXB8O/Nbj6g0j+WDmSQYRHQo+YAzaqzkP/Uyb9orV9yqOwdZJV5OKpCj0St/dfsxSyOUhgmqdcdzExNkVBnOBE5L3VRjQtmYDrFjqaQR6iCbHzslZ1bpk0GsbElD5urviYxGWk+i0HZG1Iz0sjcT//M6qRlcBxmXSWpQssWiQSqIicnsc9LnCpkRE0soU9zeStiIKsqMzadkQ/CWX14lzYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aIAPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8f0t6OtA==</latexit>

x2

<latexit sha1_base64="0OScJCDxxlPdBuQQlU3tO+RRUlU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4rmFZoQ9lsp+3SzSbsbsQS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCopeNUMfRZLGL1EFKNgkv0DTcCHxKFNAoFtsPxzcxvP6LSPJb3ZpJgENGh5APOqLGS/9TLatNeueJW3TnIKvFyUoEczV75q9uPWRqhNExQrTuem5ggo8pwJnBa6qYaE8rGdIgdSyWNUAfZ/NgpObNKnwxiZUsaMld/T2Q00noShbYzomakl72Z+J/XSc3gKsi4TFKDki0WDVJBTExmn5M+V8iMmFhCmeL2VsJGVFFmbD4lG4K3/PIqadWqXr16cVevNK7zOIpwAqdwDh5cQgNuoQk+MODwDK/w5kjnxXl3PhatBSefOYY/cD5/ANRjjrU=</latexit>

x3

<latexit sha1_base64="cqTCs61Mkaq/NyRRMm8YRES6+qQ=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9nVih6LXjxWsB/QLiWbZtvYbLIkWbEs/Q9ePCji1f/jzX9jtt2Dtj4YeLw3w8y8IOZMG9f9dgorq2vrG8XN0tb2zu5eef+gpWWiCG0SyaXqBFhTzgRtGmY47cSK4ijgtB2MbzK//UiVZlLcm0lM/QgPBQsZwcZKrad+ej4t9csVt+rOgJaJl5MK5Gj0y1+9gSRJRIUhHGvd9dzY+ClWhhFOp6VeommMyRgPaddSgSOq/XR27RSdWGWAQqlsCYNm6u+JFEdaT6LAdkbYjPSil4n/ed3EhFd+ykScGCrIfFGYcGQkyl5HA6YoMXxiCSaK2VsRGWGFibEBZSF4iy8vk9ZZ1atVL+5qlfp1HkcRjuAYTsGDS6jDLTSgCQQe4Ble4c2Rzovz7nzMWwtOPnMIf+B8/gAMDY7K</latexit>

x4

<latexit sha1_base64="3TEKFhqmTSdX/qYNSbhn7UYPnqM=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVFj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtDYrDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atV63e1SuM6j6MIJ3AK5+DBJTTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwANk47L</latexit>

x7

<latexit sha1_base64="ZmgyYgPrr7aKsasj5HIaKFc1jBg=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRbBU9mVSj0WvXisYD+gXUo2zbax2WRJsmJZ+h+8eFDEq//Hm//GbLsHbX0w8Hhvhpl5QcyZNq777RTW1jc2t4rbpZ3dvf2D8uFRW8tEEdoikkvVDbCmnAnaMsxw2o0VxVHAaSeY3GR+55EqzaS4N9OY+hEeCRYygo2V2k+DtD4rDcoVt+rOgVaJl5MK5GgOyl/9oSRJRIUhHGvd89zY+ClWhhFOZ6V+ommMyQSPaM9SgSOq/XR+7QydWWWIQqlsCYPm6u+JFEdaT6PAdkbYjPWyl4n/eb3EhFd+ykScGCrIYlGYcGQkyl5HQ6YoMXxqCSaK2VsRGWOFibEBZSF4yy+vkvZF1atVL+9qlcZ1HkcRTuAUzsGDOjTgFprQAgIP8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwASJY7O</latexit>

x5

<latexit sha1_base64="GPC0l/0BYAnmfzVAG3PbpxhdWWg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ae0oWy2k3bp7ibsbsRS+he8eFDEq3/Im//GpM1BWx8MPN6bYWZeEAturOt+O4W19Y3NreJ2aWd3b/+gfHjUMlGiGTZZJCLdCahBwRU2LbcCO7FGKgOB7WB8m/ntR9SGR+rBTmL0JR0qHnJGbSY99WulfrniVt05yCrxclKBHI1++as3iFgiUVkmqDFdz42tP6XaciZwVuolBmPKxnSI3ZQqKtH40/mtM3KWKgMSRjotZclc/T0xpdKYiQzSTkntyCx7mfif101seO1PuYoTi4otFoWJIDYi2eNkwDUyKyYpoUzz9FbCRlRTZtN4shC85ZdXSeui6l1Wa/eXlfpNHkcRTuAUzsGDK6jDHTSgCQxG8Ayv8OZI58V5dz4WrQUnnzmGP3A+fwBJdI3A</latexit>

x6

<latexit sha1_base64="iWHHCR93PjwtW/ceuh0S0HpJoWk=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgKeyKr2PQi8cI5gHJEmYns8mQmdllplcMIb/gxYMiXv0hb/6Nu8keNLGgoajqprsriKWw6LrfTmFldW19o7hZ2tre2d0r7x80bZQYxhsskpFpB9RyKTRvoEDJ27HhVAWSt4LRbea3HrmxItIPOI65r+hAi1Awipn01Lss9coVt+rOQJaJl5MK5Kj3yl/dfsQSxTUySa3teG6M/oQaFEzyaambWB5TNqID3kmppopbfzK7dUpOUqVPwsikpZHM1N8TE6qsHasg7VQUh3bRy8T/vE6C4bU/ETpOkGs2XxQmkmBEssdJXxjOUI5TQpkR6a2EDamhDNN4shC8xZeXSfOs6p1XL+7PK7WbPI4iHMExnIIHV1CDO6hDAxgM4Rle4c1Rzovz7nzMWwtOPnMIf+B8/gBK+Y3B</latexit>

öx0

<latexit sha1_base64="79eDNyJnpzZ3NBxfsAk3r85wAw8=">AAAB83icbVDLSgNBEOyNrxhfUY9eBoPgKexKRI9BLx4jmAdklzA7mSRDZh/M9Iph2d/w4kERr/6MN//G2WQPmljQUFR1093lx1JotO1vq7S2vrG5Vd6u7Ozu7R9UD486OkoU420WyUj1fKq5FCFvo0DJe7HiNPAl7/rT29zvPnKlRRQ+4CzmXkDHoRgJRtFIrjuhmD4NUjvLKoNqza7bc5BV4hSkBgVag+qXO4xYEvAQmaRa9x07Ri+lCgWTPKu4ieYxZVM65n1DQxpw7aXzmzNyZpQhGUXKVIhkrv6eSGmg9SzwTWdAcaKXvVz8z+snOLr2UhHGCfKQLRaNEkkwInkAZCgUZyhnhlCmhLmVsAlVlKGJKQ/BWX55lXQu6k6jfnnfqDVvijjKcAKncA4OXEET7qAFbWAQwzO8wpuVWC/Wu/WxaC1Zxcwx/IH1+QPeE5GU</latexit>

öx1

<latexit sha1_base64="EeX/S9DxCKSQJ67XIuAdWQ/xOpI=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSRS0WPRi8cK9gOaUDbbbbt0swm7E7GE/A0vHhTx6p/x5r9x0+agrQ8GHu/NMDMviAXX6DjfVmltfWNzq7xd2dnd2z+oHh51dJQoyto0EpHqBUQzwSVrI0fBerFiJAwE6wbT29zvPjKleSQfcBYzPyRjyUecEjSS500Ipk+D1M2yyqBac+rOHPYqcQtSgwKtQfXLG0Y0CZlEKojWfdeJ0U+JQk4FyypeollM6JSMWd9QSUKm/XR+c2afGWVojyJlSqI9V39PpCTUehYGpjMkONHLXi7+5/UTHF37KZdxgkzSxaJRImyM7DwAe8gVoyhmhhCquLnVphOiCEUTUx6Cu/zyKulc1N1G/fK+UWveFHGU4QRO4RxcuIIm3EEL2kAhhmd4hTcrsV6sd+tj0Vqyiplj+APr8wffmpGV</latexit>

öx2

<latexit sha1_base64="7RMOEymaSV39DwXsDGoZSXsR7QM=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2FZoQtlsN+3SzQe7E7GE/g0vHhTx6p/x5r9x0+agrQ8GHu/NMDPPT6TQaNvfVmltfWNzq7xd2dnd2z+oHh51dZwqxjsslrF68KnmUkS8gwIlf0gUp6Evec+f3OR+75ErLeLoHqcJ90I6ikQgGEUjue6YYvY0yBqzWWVQrdl1ew6ySpyC1KBAe1D9cocxS0MeIZNU675jJ+hlVKFgks8qbqp5QtmEjnjf0IiGXHvZ/OYZOTPKkASxMhUhmau/JzIaaj0NfdMZUhzrZS8X//P6KQZXXiaiJEUescWiIJUEY5IHQIZCcYZyaghlSphbCRtTRRmamPIQnOWXV0m3UXea9Yu7Zq11XcRRhhM4hXNw4BJacAtt6ACDBJ7hFd6s1Hqx3q2PRWvJKmaO4Q+szx/hIZGW</latexit>

öx3

<latexit sha1_base64="dGwe2h7p+4a5G3zOVddbdlKVOOo=">AAAB83icbVBNS8NAEJ34WetX1aOXYBE8lUQreix68VjBfkATyma7bZduNmF3IpaQv+HFgyJe/TPe/Ddu2hy09cHA470ZZuYFseAaHefbWlldW9/YLG2Vt3d29/YrB4dtHSWKshaNRKS6AdFMcMlayFGwbqwYCQPBOsHkNvc7j0xpHskHnMbMD8lI8iGnBI3keWOC6VM/vciycr9SdWrODPYycQtShQLNfuXLG0Q0CZlEKojWPdeJ0U+JQk4Fy8peollM6ISMWM9QSUKm/XR2c2afGmVgDyNlSqI9U39PpCTUehoGpjMkONaLXi7+5/USHF77KZdxgkzS+aJhImyM7DwAe8AVoyimhhCquLnVpmOiCEUTUx6Cu/jyMmmf19x67fK+Xm3cFHGU4BhO4AxcuIIG3EETWkAhhmd4hTcrsV6sd+tj3rpiFTNH8AfW5w/iqJGX</latexit>

öx4

<latexit sha1_base64="AfRuLaNDN1sbeucBAHmm4AWhHsk=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ac0oWy223bpZhN2J2IJ+RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6QwaNvfVmltfWNzq7xd2dnd2z+oHh51TBhrxtsslKHu+dRwKRRvo0DJe5HmNPAl7/rT29zvPnJtRKgecBZxL6BjJUaCUcwk151QTJ4GSSNNK4Nqza7bc5BV4hSkBgVag+qXOwxZHHCFTFJj+o4doZdQjYJJnlbc2PCIsikd835GFQ248ZL5zSk5y5QhGYU6K4Vkrv6eSGhgzCzws86A4sQse7n4n9ePcXTtJUJFMXLFFotGsSQYkjwAMhSaM5SzjFCmRXYrYROqKcMspjwEZ/nlVdK5qDuN+uV9o9a8KeIowwmcwjk4cAVNuIMWtIFBBM/wCm9WbL1Y79bHorVkFTPH8AfW5w/kL5GY</latexit>

öx5

<latexit sha1_base64="fjGSpVaRm1I7x+/ThwNfIUUwbew=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBU0nEoseiF48V7Ac0oWy2m3bpZhN2J2IJ/RtePCji1T/jzX9j0uagrQ8GHu/NMDPPj6UwaNvfVmltfWNzq7xd2dnd2z+oHh51TJRoxtsskpHu+dRwKRRvo0DJe7HmNPQl7/qT29zvPnJtRKQecBpzL6QjJQLBKGaS644ppk+DtDGbVQbVml235yCrxClIDQq0BtUvdxixJOQKmaTG9B07Ri+lGgWTfFZxE8NjyiZ0xPsZVTTkxkvnN8/IWaYMSRDprBSSufp7IqWhMdPQzzpDimOz7OXif14/weDaS4WKE+SKLRYFiSQYkTwAMhSaM5TTjFCmRXYrYWOqKcMspjwEZ/nlVdK5qDuX9cb9Za15U8RRhhM4hXNw4AqacActaAODGJ7hFd6sxHqx3q2PRWvJKmaO4Q+szx/ltpGZ</latexit>

öx6

<latexit sha1_base64="kBRPEVm/wbzZsCUIz2xpKwb1wgU=">AAAB83icbVBNS8NAEJ3Ur1q/qh69BIvgqSTi17HoxWMF+wFNKJvttl262YTdiVhC/oYXD4p49c9489+4aXPQ1gcDj/dmmJkXxIJrdJxvq7Syura+Ud6sbG3v7O5V9w/aOkoUZS0aiUh1A6KZ4JK1kKNg3VgxEgaCdYLJbe53HpnSPJIPOI2ZH5KR5ENOCRrJ88YE06d+eplllX615tSdGexl4hakBgWa/eqXN4hoEjKJVBCte64To58ShZwKllW8RLOY0AkZsZ6hkoRM++ns5sw+McrAHkbKlER7pv6eSEmo9TQMTGdIcKwXvVz8z+slOLz2Uy7jBJmk80XDRNgY2XkA9oArRlFMDSFUcXOrTcdEEYompjwEd/HlZdI+q7vn9Yv781rjpoijDEdwDKfgwhU04A6a0AIKMTzDK7xZifVivVsf89aSVcwcwh9Ynz/nPZGa</latexit>

öx7

<latexit sha1_base64="0NYvXA+dOQ5J7V3VhXQlJvfQIrA=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIvgqSRSqceiF48V7Ae2oWy2m3bpZhN2J2IJ/RdePCji1X/jzX/jps1BWx8MPN6bYWaeHwuu0XG+rcLa+sbmVnG7tLO7t39QPjxq6yhRlLVoJCLV9YlmgkvWQo6CdWPFSOgL1vEnN5nfeWRK80je4zRmXkhGkgecEjTSQ39MMH0a1GelQbniVJ057FXi5qQCOZqD8ld/GNEkZBKpIFr3XCdGLyUKORVsVuonmsWETsiI9QyVJGTaS+cXz+wzowztIFKmJNpz9fdESkKtp6FvOkOCY73sZeJ/Xi/B4MpLuYwTZJIuFgWJsDGys/ftIVeMopgaQqji5labjokiFE1IWQju8surpH1RdWvVy7tapXGdx1GEEziFc3ChDg24hSa0gIKEZ3iFN0tbL9a79bFoLVj5zDH8gfX5Ax30kI8=</latexit>
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q Key Observation: No dependency between butterfly operations of a given stage.

q Coarse-Full-Shuffled NTT: Shuffle all butterflies within a given stage (proposed in [2,3])

q Coarse-In-Group-Shuffled NTT: Shuffle all butterflies within a group. 



Shuffling Countermeasures for the NTT
q Pessl et al. [3] template the loads and stores of operands of each BF (apart from multiplication).

q Fine-Shuffled NTT: Shuffle the order of load and stores within each BF.

q Weaker mitigation strategy since multiplication can still be attacked.

q However, number of leakage PoI reduces as well the required number of templates increases 
significantly (from 213 templates to 1 million templates) [2]



q We adapted the arithmetic conditional swap technique for randomizing loads/stores.

q Replace 16-bitwide operations with iterative single bit operations to significantly reduce leakage.

q Removes usage of the leaky mask variable.

Shuffling Countermeasures for the NTT

mask = ! 1 ár (r = 0 / 1 and mask = 0x0000/0xFFFF)

op1 = p[j + r álen]

op2 = p[j + (1 ! r ) álen]

temp = ( op1 " op2)

temp = temp & mask

op1 = op1 " temp

op2 = op2 " temp

<latexit sha1_base64="aFLzM18ouS2hJaKaleheGkZ1MAs="></latexit>

Randomized Loading

Arithmetic Conditional Swap

Attacks over ECC implementations [6,7]

Randomized loading of p[j] and p[j + len]



Implementation Details
q Performance Evaluation over implementations of Kyber and Dilithium on the ARM Cortex-M4.

q Target: STM32F4DISCOVERY board with the STM32F407 MCU (24 MHz).

q The countermeasures are implemented over C-based implementations of both NTT and INTT.

q Hardware TRNG used as sole randomness source, however NIST approved XOFs based on the SHA3 
or AES in counter mode seeded using TRNG can also be used.

q Kyber:
q modulus q = 3329, n = 256 (operates over 16-bits)
q nth root of unity in the ring (no. of masks = 256)

q Dilithium:
q modulus q = 8380417, n = 256 (operates over 32-bits)
q nth and 2nth root of unity in the ring (no. of masks = 512)



Experimental Results: NTT Perf. Evaluation 

Countermeasures
KCycles (×10! ) 

Count Overhead (%) Rand.

Kyber

Unprotected 31.0 -

Coarse-Masked 44.6 43.7 0.2 (0.4%) 

Generic-2-Masked 66.5 114.5 0.5 (0.7%) 

Generic-4-Masked 72.1 132.7 1.0 (1.4%) 

Fine-Masked 171.1 451.7 65.7 (38.4%)

! Masking Countermeasure:
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q We have presented concrete masking and shuffling countermeasures for the NTT.

q Generic Masked NTT construction with masked twiddle factors.

q Novel Shuffling countermeasures with varying granularity.

q Performance evaluation of protected Kyber and Dilithium on the ARM Cortex-M4 MCU.

q Performance Overhead (Clock Cycles):
q Kyber: 7-78 % across all procedures (KeyGen, Encaps, Decaps)
q Dilithium: 12-197 % for KeyGen and 32-490 % for Sign

q Concrete security evaluation of the proposed countermeasures as part of future work.

Conclusion and Future Works



Thank you!


